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Research on malicious social robot recognition
based on deep learning

ZHANG Peng’, ZHAO Wenpu, QIN Ruiging, ZHANG Jiyang, GUYAN Qitian
(Research Center for Network Public Opinion Governance, China People's Police University, Langfang
065000, China)

Abstract: We carried out social bot detection based on account features and constructed a deep learning
classification model for identifying malicious social bot accounts. The model consisted of five layers: an input
fully connected layer containing 10 neurons, two fully connected layers containing 128 neurons each, a dropout
layer, and an output fully connected layer. Multiple activation functions were used during model training and
optimized in conjunction with the Adam optimizer. The effectiveness of the proposed model was verified by
comparison experiments with four other machine learning based models. The deep learning model proposed
in this experiment outperforms other models in terms of F1 value and reaches the next highest level of
accuracy. It is worth mentioning that the social robot recognition model constructed based on random forest
also outperforms other mainstream machine learning methods in terms of accuracy and other metrics, showing
good performance. In summary, the deep learning technique shows excellent performance in the experiments
of social robot recognition, which can meet the needs of practical research and can be applied to practical
scenarios of robot account detection on social platforms.
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