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Computational propaganda driven by social bots:
social bots detection and characterization

LU Linyan, LI Yuanyuan, LU Gongjing, LV Yi, WANG Cheng-Jun
(Nanjing University, Nanjing 210023, China)

Abstract: In recent years, computational propaganda on social media has become increasingly fierce, and
social bots have been widely used to manipulate public opinion, create topics and divert attention, becoming
a tool for social media manipulation. Therefore, it is important to detect them and analyze the patterns of their
behaviors. From both a technical and social perspective of computational propaganda, this study extracts both
artificial and deep-learning features of 2.2 million Weibo accounts to establish a social bots detection model
for 11 topical issues in 2019-2020. By using several methods such as dataset split and model integration, the
average AUC of the model is over 0.88. Controlling the proportion of bots in each event, the study samples
140, 000 Weibo users for logistic regression and finds that the bots in social topical issues are both "smart"
and "stupid". On the one hand, they conceal themselves with low activity. On the other hand, they prefer
collective actions and highly homogeneous texts. They prefer to playing an amplifying role rather than a
leading role, and their impact on opinion amplification is stronger than their impact on opinion leading. To
sum up, social bots on microblog show obvious characteristics and high predictability in hot social events,
and their strategy is mainly to expand the voice rather than to lead public opinion.
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BT AL AL LR A5 E 4% (Computational Pro-
paganda) H /i & 23 A BT I8 )12 48 FH 3 4 A
BRE T MRS REEA AR AT
A H AR S 4 i R R R . FEEEHLAR A
SEAEATAE L TP I B AN FIRE B AR TR,
H5 AT SN TR BERN H (IR, 2019) . E2F
FIRFSE R 41 SIS A BT Twitter K P A4 9%-15%
(Bence,2016) . i1 A=A AR LA S FE AL S A P 1)
(VR IR N R eSS RSP NN Dk S PN
R 0 R R HFRSZ AR B JR 17, 41,2020) . J&
Tt 28 P 4% 57 1At S AL N ELAT R AR B A 4K L R s
TR, Bl Iz #ohy FH 3 E AL SRR Y h . 413
PLES NGE L RGALREA TR S el TR R R Ak
(IH3,2020) . AN FKZE HLEE A SN TR BEHE AR H
T AR B AL R M A G, 2017) . HHASHLER
NR T kB Hbres 2242 SEUF AT 0  AFEEA
B 1445 £ B AEE 0 H A7 (kevin, 2016) .

BUA ST B AL B AT 3 £ T
EESEErt ST R E N R amra L LN VR (S
SRS BB RSN B i BOR S SO EUR
X L R BE R, LR 1 RO\ B (BT
& HAF,2019) . #HASHLA NG E YRR E S R
DL BOATH B % R B B S BOA (R B, il 06 555
W STRVE S AT (KL R, 2019) o THREE AL TR HY
PAEZBE RS . FEZ T, A S T
BRY A iy, FESHT(2017) & IUHRVE & 1t
FETT G P AR R el iR S0 Bk YU A RIS, A
BRI . FESCAR TR, Alice Fil Rebecca(2015) 1A
Ay, R I SCAGRE AR TE AR R Y i i AR S R Gk
ERYHTIHELL 5 OB RIL R AR 38 1 3 It d
A R R A 1 SORRR IR F A AT R B
SRINT, TCIRTHE B A B F T Fi 3, AR BT A
TS (BT & 3648 ,2019) . RIS M Ik,
W E KA AEHLAE N R E R E T HE S 58 W
5%-10% , AT LAESCAS A ARBEE: , (B AT R s e 24 iRy
i = S 107 A9 U5 (Cheng, Luo & Yu,2020) .
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PSR Y o A S LA AR R BA 22 T )

SN SR . ASBRFORAIT SR B U 78 ZE 4L
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(MRS A IR YN il g i ENER ED R ov: Y ey oty |
PRGN I L AR K 35 /R 17

ARSI AW NN I 2R 25 P A T 222
o, B AR RIE S IRE B)— HB ALY
Fo REORIABENS I 1 FEAT MR BINL 8 AL T
AR RN, A S HLE A BAAS AR AE X )T —
BOE SCEREN, BEXF AR AL N X — B 4T 3l
(agent), T 2 HLHT 0 M HAL A X (5L 55,2019 ) o
TSN SZER T B A, USA S
e N AT REAEAL 22 o0 BRI B ) = i 1A
A BZR XA T BT AT IRAEIT

2 HEipHEZR

TR EG R MRRN EAIEA . X T E LT
FEARRYR T4 — IR R AR . PR FE 192744t
T RAR IR BIBCR 0% Rl B R DA SRR Al
TS AR 0 B (R 7K,1927) o FdliR
(1937) 2P B —FIER AR, B AL A
R SOR IR T ORI A AT T Bl
IR K R, E AL B SCRN N b 2 & A5
£ Bifi 20164F 32 [# 5.4t Kk , 115 H 1% (Computational
Propaganda ) /f 24— R (A& 7 LH I L. THAE
T AEAR AN S A% | bl Ay A1t i
P P A% 815 s IR PR A 8., I il U0
B (BT & 5K%5,2019).

ARSCRE DA S PR 2 8 1 79 A A AT
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EALRCE B FAR B 2 E v, FR R IR
H AN TR RE vk RIS BALRER AR (ICT)
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R EALAE R B ) IR R B AR TR
RER AR R ELIS TR 1R , BT MR B A R BGR fk
g il A mys e (B & 54F,2019) . IHRE
TR R —F s BEE AL S AR T, 2 —Fh gL
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B & A S AR AR B A 1 A TR A
YRIE 1 B A UL oA 28 o #E P JE 4 (Bolsover& Howard,
2017).
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H At A AN AT R 20T T34 X 7 B
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(R2555,2017) o FEEATASHLER NP 1 SR 20
THLES AT N 02 A8 BURAE . — i =, 4158
BLAs N2 B LR 2[R B 1 BT 58 ( Cresci, 2019), H
HrA e WL TR EZE AR LT LA

T P TR TS W A e B , Gk IDWEAR K-
EopE ) innEIN SER DN S SERINPN O SRt 24
B 1R AR S AT N A R LA KSR
PSR F45 EFERS, 2019)., Beskow Fl Carley (2019)
P A SE S B P 44 v DL A BERLRIEAERERL R, 76
BIEEAEREHL A A S AL A P 24 B — 2 [
Har 248 . AT FE RIS A SR 7R AR ks
[ PN tE d ) A, L R S A e b S R AR
B HECPE , B2 5] A A AR K PEHEFITJE A X (Echeverria,
1.,2017) o BRIGZAN, P AAUESS AL SRR & L S
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fE ALER NS K26 = 25 o Es g8 (5 8, Bl T
AETE I (B, PRI S AT A s APT % 1 T
I SCHH Y 235 F- 5 (4l iPhone , Android | ¥ 5T %ify)
BlLas N & S APLHE LR [ [A]—-F- 15 (Bolsover,
2019).

D 2% S5 R T LA S AN [) 49 s ] A3 {5 4 AIE (Das A,
2016) , M5 B B 2GR % AL AR
PR 2 RFIE AL 73 A T O RO R RIS S R W
2% TR R (@IC R ) FRRZE (#hashtag ) 194730 )
4 ST IS IR T AT eI R, B AN B2 A R
KRB E . Dorri, Abadi & Dadfarnia(2018) 2
AT DARR 4k 22 0 28 1y ] PR A Tt AS L g AR, 4
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TN 2 AT DU B et — K5 1A 7o ST S AR
A% (Ghosh R, 2011), PRI , Sl A 28 RFAEUL 2 H HiTAE
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TP 2 i B (1 URL S 2850E DA S N 2 e
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PR T LR SUARAR GRS SCAR A THE— 25 08T, ]
VAFZ 4l 1 1 P 25 1 17 B ARRAIE, Loyola-Gonzalez 55 A
(Loyola-Gonzalez, Monroy, Rodriguez, Lopez-Cuevas , &
Mata-Sanchez, 2019) G2 Ay & T — Ml LT
XF LB AR RE AL aS AR, JEEUS 1AL
IFRTUNRCER . ML A R RURE (5 B R
PEBA A = T A . E 2016436 E Rk, AR
TERE— R BUE R & 3R 50 F ESCH SR+ a8
NHY5 54k (Howard , et al. 2016) ; HLaF A1) & SCa]BR
PR ILRD, M ZEAEAT 5 25 A B[] 5 #E22 HLAs AT
SRR/ AL R AN BRI Z BB T, 2%
SRAE TP e (KL AEAF, 2020) o

25 1 AT LA S AR AT A ST RRAIE L 45
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Y YRR IE LA ] 25 70

B LA 2 T R R LA seHLas AR
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2, BB A ORI S i (5 8. b A BRI R 11,
W AT R R 53 255080 . 2 MO b e 55
A X BEFRAS I H K H A T. 4865 (Varol, Ferrara, Davis,
etal., 2017). A&k 7% (Lee et al., 2011), 8 & 28R
H ] BE AT 0 A8 T W 4% (Echeverria & Zhou, 2017a,
2017b).
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1 28 G UE S5 A B E HL AR AR ASE A 1Y o3 28 OR B i
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WKL, A5 T B 0 E 1 (Grier etal,,
2010) e FH P RHAE A9 553% (Irani, Webb & Pu,2010)
DI R TFSCARR 7 (Lau et al., 2012) 5%,

FEAZHLAF ANAL T AW AR FR T, 25 EA Al i
DPEDE? SRS S LS AN EAT BRAR, Al
TTT RE T BRGRC T BE SRRl . EE X MR 21 53 IR
BT SR FRAT B AR ), AEAR AL SEHLA AR
SRR [, FRATARE— 2538 [t A Lgs AU )
ST ISRV SO S /-3 e g o 2 (21 P

Q2: At b S ML A HAT AT S A 7
BCH U AT DR TR A S L A2
2.2 R 4 R IR

M B PERE A E L SRR (Social
Media Manipulation) B2 AHIK . ARSI HEFR N
IR BAT ARG, FERAEFEAT A L A )
TR T E MLAS N E AT 3 8 B A% R R RO B A% 1
(Woolley & Howard,2017) . iX—#:& HETC 8% 2 M
HEIEGR L5 SRS, EBGASR, THEE
138 H R A AT B R e 26 B B RN B A AR
U TF R EPREGE (BT & 5885 ,2019) . 201643
R R BT N A o B 3 R FH A S LA A e e e
NS F¢# (Bence et al, 2016) 5 A F M R K &AL 38 HL
i NS S5 HAR K (Cadwalladr, 2017) 358 >4 &
MLz sl ag A I 0K 2 08T 1) (Khaldarova &
Pantti,2016) . [ YA AR BTBLE B k52 #Lgs A5 H A
i1 E A7 T (Oliveira et al,2016) AR IE % 4 Ht 3 HL
e N ) A R TG HE SC a9 AT SCE s & 0T
FAATER S (Michael, 2017) ., 2017 4, A SEEAEN,
/A 18 N EGAEEA Il T4 FIERFERE S
(House,2017),

TS SEAR R P BRI A T ok R
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(3) Ak B AN - ]

H1 T8 R AR AN TR E ) S AP R R
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3.2 FFIERER
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PUSRAENEZ A1 , 455 AR e i, A 3 T AR BT
ik, [ Fif Ky BERT #5478 (14 it 285 R A D R ik 2 —Hag A
BRARL, DUBIAE SR IR B L A Sz 37 A 5l
Bl FARUL, T Ja i 32 2 A0 PRl Ay 22 %0 G
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J1I TE-IDF SRAG I SCA A HEAE , 0435 P B ili 2

A THREUHE

BERTZE RFE

HTEHHBOR S
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SE LT

BRE

FEVE” CHAA S A ORI R AR 5L
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4.1 PLERYF IBIRIGE R

KRR AEAF A ATl [ 5, AR F AUC
VE RPN FE R . S BRIRS , FEAME RIS bR
ZHIEIE T IR AR RO AE 1) AUC 7£0.815-
0.967 Z [a] ,F-3] AUC 4 0.88, AUC ¥ {8 (193% 5l il fig =
BARAESIN BRI B SEEA OC, W
A8 Cleanlab 7 VRS TEAE FT REAS R PR , HIZE 45
A EHESE L AUC AT 3A 5] 0.9 DL -, F- 34 AUC Ky
0.928, I BRSO S T Y
ML, I, 3T Q2 , AHFSE & IRt As AL A B
A R T

4.2 AR

ST 1 QL AT ST R T 8 JR 0T A [ AR
AL 2L A5 R R, FRAT 45 S P 4T 2
THENLES NARREE , B3 12205025 M (CEHLEE A ,
FE RS PR AR ML EL B TRELINAE , A5 T
1441 P LA L)  FEDEIERE_F R 2 5 [
VA BT SAER A 7 0B o BRI AT ARR A 2
B OTEC A x BT LA PO=1]| x, 0) FLP(=0] x, 0) %
BRI, PR BIMERAE R o a5 R . I Bl
(logistic regression ) FMER A .
1
- (1)
1+e™™

Hrp R BN o s A i RS
S5 WK ARG SOR NS RIS, 1405
fIE Ry 1 A, [ s 23 ) A o e 400 A o (L T 97 1
H ) BTSN (R 1),

(1) FEMK S @ M7, Mlgs A GIER ISR 4>
BR8P (=9.15, P<.001) . MeAh 4 HLEE AR Z
P B S 5T (8=0.66, P<.001) ,3X AT fig
S DR 55 A S ST S T R ) BRI SR

(2) FEZ SR, AL 5SS NS 76 & A T i
By A AR (5=-0.04, P<.01) , HLER ATIK5 %
A3 B2 (1.17) R AZEIK 7 (141K, HLgsA
TR @ 1T W5 S 51 170 L FRBABW
HASHLES NAMEAIE P — ST I A R R 5 A
WP B AR R AL AS S @ 17 R (B
=-1.76, P<.001) , % J R A A XS B (f=-0.56, P<.001 )

(3) MISHEILERE T F 41 3CHLa A48 — K& S
i Em T A2 (4=0.18, P<.001),

P=

(4) TERE R AR T, 41 S8 WLas N5 2 BOAR T
TR SCAS AR (B=-1.40, P<.001) , %% % (ARt
e R BT AP B (B=1.12, P<.001) .

(5) JESCAR N ZE 7T, AE A WL A 3410 %
FEPEAR (B=-0.42, P<.001) , 5 H- B4 LB &R AU SCA
ARME 5 (B=5.77, P<.001) .

(6) FEEE/FIE T T, 41 S AL A S ) F- 56
TR B S i, 5 PSR L RSB A
XS (4=0.3, P<.001) FILEHiFF(5=0.41, P<.001)
) GV B T i

K1 TARHERFLER
A mIEESA4
WL -12.36
(1.01)
i Ja 1 PIEZER (i P =1) 9.15
(1.00)
5 (B E=1) 0.66
(0.02)
S 51EH AR AL -0.04
(0.02)
@V Y% H -1.76
(0.07)
#F % H -0.01
(0.01)
BRR -0.56
(0.06)
B (R e Y — R e B R 0.18
(0.03)
[RY 2 A7 - A Tl 0.00
(0.00)
ML MRS TG e Al e SOAR 5 H -14
(0.04)
MR SR TG 2 - B 0.00
(0.00)
TR A 5 ) 3 4 K P 1.12
(0.08)
BN A5 B ORI 5 S R 0.00
(0.00)
SR 2R -0.42
(0.07)
SHLE A SCAR A 5.77
(0.05)
iR i 0.3
(RATP Rl % HR A1) (0.03)
E T 0.41
(0.03)
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